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2017TECHNOLOGYERFORMANJREPORT

PerRCW 43.105.22@ Technology Performance Repdmvm the Office of the Chief Information Office
(OCIO) is to be submitted each bienniu@verall, this report is intended to convey progress made
towards the technology strategic plafhe RCW contains a numbermrefuiredelementsincluding

T 'y Fylrfearasz ol aSR 2y infarnSatidddechnébdidinFadtiudtueed > 2 F
including its value, condition and capacity;

1 An evaluation of performance related to information technology;

1 An assessment of progress made toward implementing the state strategic technology plan,
including progressowards electronic access to public information and enabling citizens to
have twoway access to public records, information , and services;

1 An analysis of success or failure, feasibility, progress, costs and timeliness of implementation
of major IT projectsincluding but not limited to variance between planned and actual
scope, schedule budget, performance outcomes and discussion of lessons learned.

This report incorporates 20185 biennial information and providgsogress made implementing the
state strakgic information technology plaaicross two biennia covering the period fralaly 1, 2013 to
June 30, 2017A number of factors contributed to the creation of a report that spans two bieffriia
report was not prioritized at the end of th2013-15 Biennium. At that time,the merge of the OCIO with
the Consolidated Technology Services agevey underwayln addition to theactivities related to the
merge there were a number of competing areas of focus which stretched already constrained
resources.
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As ya will note in tlroughout thereport, there are a number ojapareas where improved business
processeanddata capture a focus on performance managememtd/or increased analysis is needed.
Addressing these gapdgll supportimprovementsin dayto-dayoperationsand the quality and coverage
of future biennial reports

Having said thathere wasprogresanadein a number okey strategic areamcludingmajor project
oversight open datadata center migrationaccessibility, mobility anttchnology lusiness
management program This report provides information on the progress madthese and other areas
and highlights targeted areas for improvement.

The OCl@nderstands the importance arfdndamentalvalue of this biennial retrospective amitends
to submit the reportfor the current bienniuma timely manner

INFORMATIONECHNOLOGSTRATEGIELAN

The Office of the Chief Information Officer (OCIO) serves a unique role in state government that includes
advising theGovernor andegislature2 y (1 SOKy 2f 238 L2t A0& AaadzSaz Sadlc
strategic direction, and setting enterpridevel technology policy. The OCIO provides information to

state leaders so that they can make better, more informed decisions.

With OCIGstrategyguidance from 20137, the state instituted activities to better address risks and
enabled progression through the technology strategic plan. The OCIO engades theigchkgy
communityto understandbusinesdlirection as input intgriorities. The @IOworks closely with the
Office of Financial Management (OFM) to ensure agency investments fit into the larger enterprise
technology strategy. During this time, the stagehnology strategic plawasdocumentedin several
formats. Despite the format, efphasis was consistent over the years on:

Securinggovernmentservices and data through the use of technology
Consolidating technology and services where appropriate

Adoption of cloud technologies including platfoas-a-service and softwarasa-service
Improving accountability and insight into technology investments

Encouraging state agencies to systematically free up data for public consumption
Inventory and plan for replacement of critical legacy IT system

Enabling continuity after a disaster

Study wag to attract and retain high skilled technology staff in state government

=4 =4 =8 =8 -4 -8 -8 -9

Included is an introduction to mew and improveane-page format of therifformation Technology (IT)
strategic plan for 201-21.

INFORMATIONECHNOLOGRORTFOLID

Since 2013, the state has enhanced atcbducedsolutions that improved tracking and transparency.
Increased bisiness intelligence and reporting suppahift towards datadriven decision making.
Additionally mprovements in the Technology Business figement (TBM) program provide an
opportunity to better model and monitor ongoing IT investment throughout the statee instituted
enhancement supported technology assessments relatestatewide investment of
application/software, hardware, network ardbor.

DNRdzy RSR 2y | 3Syo0eé RIGFX L¢ ALISYR we Sl ndlianghSNI & S| N.
2017with 52 percent of the investmerdedicated tointernal and external labaalong with 18 percent
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to central service agencies (i.e. outsglrvices) Hardware andsoftware captured 12 and 7 percent
respectively with ttecom (phones), facilities/power and other miscellaneous investmatttacted the
remaining investment dollars

Agenciesategorized investments by technologgd report the lighest percentage attributetb
applications and end user suppoBeveral percentage points lower wasmpute, network and IT
managementThe remaining was distributed across security, storage, data center.

In summarythe largestIT investment in the site is associated with labor in support of agency
applications.  aSR 2y I 3SyO0é NBLR2NISR RI {l Zcuptaminhifided Sy i
built.

From a technology perspective, many stapgplicationshave the potential tad I NNEB  GdetsOKy A O €
Technical debt describes thecklog thabccurs in technology and application development and
operations particularly when agencies think tactically rather than strategically about investments

Historically, custonapplicationdack scalabilitynakingupgradeschallenging. In many cases, changes to
custom applications take more time to implement which can be problemesioecially wheihere is a
need to changdusiness rules quickly to adapt to fiscal and policy pressures

Agenciesdentified 3L percent of their applicationas having legacy traisnd deemed mission critical or
business essentidkor reference, an application is determined to be legacy if it does not fully meet
business needs for one or more of the following reasons:

1 The syste is not easily updateable due to complicated or unclear code, fragile interfaces or
lack of useful documentation;

1 Maintenance or modification of the system depends on expertise that is hard to find or
prohibitively expensive;

1 The system depends on safire no longer supported by the vendor;

9 Other risks identified by agencies, such as vendor instability, lack of alignment with enterprise
F NOKAGSOGdzZNE 2NJ 101 2F 4G4oSyOK aidNBy3IldKoé

As agencies submit funding requests to acquire new solutions and to mademnirent systems, state
leaders should give consideration to prioritizing replacement of mission/business systems identified as
legacy applications whenever possible.

Within the state hardware portfolipthere wascontinued movement as agenciskiftedfrom physical
to virtual servesand cloud hosting service®f note is the recent shift in sperh the type of hardware
investment. More is now spemn end user hardware (desktop and mobile devices) thanpplication
and network This shift is also rkfcted inincreasesn end user suppontelated tothe proliferation of
wireless network accegse support a more mobile workforce his trend will continue as newer
applications integrate mobility with business systems.

As agencieadaptservice deliverynodels to include mobilitythere will be an increased demafat
support of end user device$he shorter lifecycle of mobile equipment will require more frequent
investment than traditional desktop#dditionally, the continued upsurge in adoption adudi
technology and wireless connectivitias potential taincrease pressure on the state security and
network infrastructure during the next biennium
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INFORMATIONECHNOLOGRERFORMANCE

Between 2015 and 201#ere wasincreased emphasis anigration away from agency specific data
centersto the State Data Center or external cloud environme#iscelerating the decommission of the
outdated state dataenterin Office Building 2 (OB2) by three years saved the state over $3 million
annually inpower costs and an estimated $30.8 million in necessary operation upgrades to the OB2 fire
suppression, electrical and mechanical systems. There was continued movement to get out of agency
owned/leased data centsiby June 30, 2019. As of the end of flgeear 2017, 19 agencies were actively
moving through their data center migrations and 26 agencies were completing development of their
migration plans.All other agencies report compliance with policy requiring movement from agency
specific data faciliéis.

The OCIO identified key critical success factors that resulted in improvements to major IT projects
assessment practices. This activity also included work to identify and modify oversight process and
procedures. These improvements position the statgadher improved project performance metrics in
201719 Biennium.Changes incorporated and showing value include:

1 More clearly defined internal protocols that incorporated escalations and interventions through
the Technology Services Board (TSB).

1 Designedand implemented executiviaining for project sponsors, a key risk area

1 An updated project assessment tool thatproves data about project risk areas whether the
effort is under oversight or not

1 Requirement for a project readiness assessment pri@agproval to ensure key risks have been
proactively addressed

1 Agated approval process to ensure projéeialth prior to moving to the next project stage

Related to accessibility, the state continues taking stensure that individualwith disabilifes have

full access tstate programs andervicesBy 2017the number of organizations who reported having an
assigned accessibility coordinator increased to 98 percent. Seventy nine (79) percent of these same
agencies have put an IT accessibility palicplace with the remaining 21 percent attesting to putting a
policy by June 30, 2018.

There was aroverall decrease in general governméfspendingwhile higher education experiencea

YN]SR AYyONBIFasS Ay &aLISYyR & F NBadzZ G 2F GKS ! yA@S
Resource Planning system modernization project.

From an IT investment perspectivajoption of a standard technology casiportingtaxonomyhas

enabledWashington to bolster benchmarking capabilities thus allovsitage leaders to compare and
benchmark againgteeragencies, government function, other governments and private companies.

IMPLEMENTING THBERATEGIBLAN
Regardlessf the format, there wascontinued progress towards achieving the strategic goals and
priorities.

In the era of digital government, data protection has become paramount in an attempt to address such
issues as online privacy protection and identity theft. Virtually every govenhservice now involves

the collection, processing and storage of citizen data. With growing threats in both volume and
sophistication to individual privacy, infrastructure stability, and preserving the continuity of commerce
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in the event of a cyberattackIN2 G4 SOG Ay 3 GKS adGFG85Qa RAIAGIE AYyFNI a
economic priorityWashington State created the Office of Cyber Security (OCS) in 2015 and the Office of
Privacy and Data Protection in 2016 to address the ongoing threat.€3@&d to increasing threats to

individual privacy, infrastructure stability and preserving the continued of commerce in the event of a
cyberattack. The Office of Privacy and Data Protection ensures that state government protects citizen

privacy.

Emphasi®n security and privacy education helped strengthen the state portfolio. Based on assessment
responses, state agencies are investing in privacy and security, and continued support of additional
training on managing and protecting citizen data.

With citizns consuming data and services at all times of the day from all places in the world from a
variety of devices, there was intensified emphasis, awareness and activities in support of improving
access to public information and citizen ssdfvice. As a redt, agencies expanded citizen access to
public information as witnessed by agency plans and increases in datasets posted to tlemstatBata
site, and the Washington State Open Data Bridge. The percent of majocyagpplications accessible
and optimized for mobile devices has gaimadmentum with agencies reporting increasesaverall
accessibility and citizen sedérve.

A number of statewide practices were and improved through new or updsiiste technology plicies
Policiesare a critical component of the enterprise architectupalicy and standardmprove
accountability by providing guidelines aakdarexpectations for state agencies, and help the state
enterpriserun more smoothly.New and/or updatedolicies reflect changes in the industry, the law,
public expectations and advances in technology.

Servers have evolved from physical to virtual #mat virtual progression is now extendéal the cloud.
Adoption of both private and public cloud Infrastture as a Service (laaS) has progressed at a

measured pace. Software as a Service (SaaS) solutions have proliferated to cover the entire spectrum of
business needs. The state has federats@nterprise identity management services to deliver a single
sign-on user experiencgrowing from16 different Saagnvironmentsin 201315 Benniumto over 190
environmentsin 201517.

Sate leadershave increasethsight into technology spendingMore guestions can be answered quickly
using dataeadilyavailable tmoughthe TBM program.With the move to standards taxonomy and
practices i2016,the state is a recognized frontrunner in the public sectbrcreasing numbers sfate
agencies nowtilize the reportingand analysis capabilities to evaluate and mansggend

In 2016, the OCIO reinstituted the collection of a standard set of data abostabewvide application

portfolio. This data ianalyzedn conjunction withspend data tdhelp inform IT strategy moving

forward. With this additional information, thstate has trending informationon the number of legacy

applications in the portfolio as well as modernization efforts completeit-flight to minimize technical

debt. Highlighted in this report are 13 major IT modernization projects estimated budgés totaling

$84 million and completegrior to theend of 201517 Biennium.

¢KS adlrdisS Fr0Sa | wairt @SN Gadzyl YAQ +a GKS (1y26ftSR
state service in the coming yeahs 0f2015 nearly 50 percentofi K S atethndldgyéorkforcavas

eligible for retirement within the next five yearAs a resultthe state CIO prioritized workforce
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development and recruitmens A G KAy G KS & (.106e3f1ke redultsil aipdrihdrsdip with | y
hCaQa (manReurdes office and the OCIO collaborating to initiate a job class study for IT
classifications. The goal of this myléarstatewide job class study is to build a more modern,

competitive job class structure to attract and retain talerithis is articularly urgentas the state is in
competition withsome of the biggest brand names in technology in the world including Microsoft,
Disney, Amazagretc. Published studies continue to reportdividuals joining the public workforce simply
do not want tospend 40+ hours per week using outdated systetostributing to turnoverThis means

that senior leadership needs to stop viewing technologgiagplya cost and instead, think of properly
managed IT as an investmantits overall vitality

MAJORTECHNQOGYPROJECTS

With a desire to supporn evaluation, approval and monitoring procésmughoutl LINP 2SO0 Qa f A 1
to ensure the success and transparency of all busidggen major IT investmentthe TSBadopted an

updatedPolicy 121 IT InvestmentsApproval and Oversight

TheOCIQundertooka significant effort tadentify critical project success factors for major projects
based on lessons learned identified in project wrap up reports, input from imdsndividuals who
providedproject quality assuranceon many of these projects, and independent market research.

The resulting changéscludes a significant update to thoject quality assurance standard, earlier
visibility to the Technology Services Boargafjects, particularly those that are challenged, more
active followup with agencies to ensure critical issues are resolved and the development of a new
risk/severty assessment tool.

During thetimeframeincluded in this reporttherewere a total 0f143 major IT projects under OCIO
oversight with a budgeted investment of $1.09 billion. Oversight consultants tracked each agency
project through the project lifecycloutinely providing an independertssessmenof the projects
overall healthusing thesecategorizations:

1 Green (Low riskArea requires no action beyond project management tools already in place)
1 Yellow (Elevated riskArea requires assessment and aatito address the risk)
1 Red (High riskArea requires immediate action to mitigate risk)

At project close, the oversight consultants provided a final project evaluagorg the saméealth
assessmentategorization The final rating is based on thearvall status of the project at itslosing.If

0KS 302155 aO0KSRdzZ S 2NJ 0dzZRISG RAFFSNBR FTNBY GKS |
assessment changed to yellow or re@losing commentgflect the reasoing behind color designation.

Ofthe 75 closed projects under OCIO oversight, 75 percent closed in green status, 21 percent in yellow

and 4 percentn red. Included in the 75re 40 IT Investment Pool projects.

Thisreport highlights business outcomes of dignificantprojectsand incldes a listing of all projects
completedduring the timeframe of this report.
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The OCIGx legislatively mandated to prepare and lead the implementation of a strategic direction for
information technology in state governmeni he Officés responsible for:

9 Providing enterprise architecture for state government

Supporting standardization and consolidation of technology infrastructure
Establishing standards and policies for efficiemdl @onsistent operations

Creating and nurturing a cohesive operating technology community

Providing technology expertise to improve the business of government

Fostering innovation and experimentation to bring modern capabilities to government

Educating ad informing policy leaderabout emerging technology

=A =4 =4 =4 =4 -4 -4

Creating technology investment clarity and alignment, while identifying opportunities for
savings and efficiencies in technology expenditures

TheTechnology Services Board (T&Bjlescribed iRCW 43.105.28provides consultative and other
support in the creation and realization of the strategic techggl@ision in a number of wayEhe Board
focuseson information technology ()Btrategic vision and planningnterprise architecturepolicy and
standardsand major project oversight. Membeiscludelegislators, business leaders, agency diregtors
a local governmenand alaborrepresentative

Through the 201347 biennig the stat technology strategic plawascaptured inmultiple formats while
retainingemphasis on:

A Securing Government Services

Consolidating technology and services where appropriate

Adoption of cloud technologies including platfoas-a-service andoftware-asa-service
Improving accountability and insight into technology investments

Encouraging state agencies to systematically free up data for public consumption

Inventory and plan for replacement of critical legacy IT system

Do Do Do Do Do Do

Enabling continuity aftea disaster
A Study ways to attract and retain high skilled technology staff in state government

With continuedemphasis on elements from the previous strategic pkigurel isan updated2017-21
Enterprise Technology Strategic Ppblished by the OCIl@ July 2017.


http://app.leg.wa.gov/RCW/default.aspx?cite=43.105.287

Chief Information Officer IT Biennial Reporf FY14¢ FY17

State of Washington Enferprise Technology

Strategic Plan: 2017 - 2021
Bel'ler% % .
government \ Personalized & \ Partnership,

Transparency, &

through Optimized L=
technology Government Agility
We believe true innovation comes

| from thoughtful experimentation
& incremental development.

Information tfechnology (IT)is seen as
a strategic & dependable partner
to business leadership.

We operate in a way that builds
frust with our authorizing
environment & the customers
we serve.

Public facing services & information tailored fo every consfifuent
& to improve the effectiveness of staff, processes & systems.

Efficient & Effective

Government

Create opportunities for operatfional efficiency & improve constituent
= access to services
I“_- © Consolidate common fechnology & O Create constfituent focused portals
services O Develop accessible & responsive
© Pursue brokered service options designs
© Maximize state's buying power O Increase access to open data
Accountable IT
Management Develop accountability & transparency while managing with integrity

© Evolve portfolio management and o Strengthen business driven governance

technology business management to © Continuously improve technology
support decision making lifecycle management
© Expand fransparency dashboard © Mature project management &
© Improve visibility into alignment related practices

Recruit, develop & retain exceptional technology staff & leaders

IT Workforce © Create & maintain a competitive © Create mobility friendly facilifies
job classification structure © Implement mobility friendly
® © Create an enterprise workforce work practices
n development strategy © Enhance mobile device management
- O Re-imagine management practices

to foster employee
empowerment & engagement

Enterprise
Archit:ciure Identify strategic technology investments to support common business
needs/functions
© Build EA program and discipline O Increase capacity to manage
© Evaluate options for shared solutions & share information
across the state or business © Modernize infrastructure and applications
“ecosystems”
© |dentify common business practices
Security & that can be supported by shared solutions

Privacy
Find & stop security risks while increasing privacy awareness
© Invest in fop cybersecurity talent © Build capacity for Washingftonians to
© Proactively assess application security protect thier privacy
© Continuously improve state defenses © Provide agencies with tools to
O Improve policy & standards improve privacy practices
July 2017

Figurel Strategic Plan 2012021
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Improving Portfolio Management

TechnologyPortfolio Management includethe ongoingreview and assessment ofirrent and planned
technologyinvestment to determinéhealth andalignmentto the strategic plarand priorities, the
overallstatearchitecture The OCIO has responsibility thoe statewide portfolio management program
and agencies have responsibility for their internal practices.

Basedon analysis during the 2013 Bennium, gapsdentifiedini K S atechindldgpdrtfolio
profile revealeda low maturityacrossexistingportfolio management practice In an effort to mature
the technology portfoligorogram in 201517 Biennium, theOCIlGnstituted improvementswithin the
Portfolio Managemenumbrellathat improved tracking and transparendyprovements in bsiness
intelligence and reporting support the shift towards datdven decision makind.hese changes
position the stateo advance thestatewidematurity level in future bienmi. Portfolio Management
enhancements include:

1 Refining theEnterprise Technology Strategic Plan

1 Analysis of new project investments through tHeProject Assessmetool. This tool is used to
identify major projects requiring OCIO approval and oversight

1 Refinedprocesses that support evaluation and assessment of future investniebtscision
Packages

1 Improved nonitoring and tracking of active projects on theProjecDashboard

1 Increasediansparency into statewide IT expenditures and investments througf #ts&nology
Business Management (TBM) Program

1 Implementngannual Application FACTS AT A GLANCE
Inventorydatacollection

WHAT IS UNDER TRMERTFOLIO MANAGEMEI
Related to management of technology projects, UMBRELLA?
the OCIO has established process and procedu

. ) : A Technologystrategic Plan

which agencies follow to develop and implemen ; . _ _
projects within IT portfolios. The IT project A Business Driven Governance practices
oversight team evaluate projestoensure risk A Enterprise Architecture
factors are gssesseahd achigve Qesired busin.ess A Evaluation oProposed Investmest
;ﬁ Iue'A?dl:loPa”X[’ (;zach de’OJe;t II.S evfa Iuaf[edtlnt A Periodic Health Checks on Current

e. context o a's atewide por q i00 pr‘OJec S g Investments
validate the projects are strategically aligned wi ; _
GKS a6l ( 53 akeyddge pidjedts S A Analysis of Currer@indProposed
assessment data is now maintained in a central ) (B TES
repository and available for analysis. A Hnancial analysis as part of the

Technology Business Management

For a number of years the OCIO has used Program

multivariate decisiormaking framework to
prioritize IT investments for the Governor and th
Legislatureo inform budget building activityThe

10
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Decision Packages according to a set of strategic criteria.

0KS D2@SNY2NRA&

Establishment of the TBM program provides opportunity to bettedel and monitorongoinglT
investments This has resulted in greatary 8 A 3K Ay d2 GKS
agency maturityTBM analysisan be used ttie agency service improvements to targeted technology
investment. For examplehé Department of Licensi@®OLused TBM to support statute fee study
requiring detail on each component part. With this information, DOL was able to identify the technology
cost to deliver each license type. Now the department can look for efficienctlg idelivery of various
licenses to consumers.

Assessing Value, Condition and Capacity
Basedon agency portfolio information submitted to the OGhe 201517 Biennium, agencies spent
over $2.%illion onlabor, hardware software andother goods to support existing and new technology

aidl BSaddn G SOKyYy 2t ;

investmentsas represented in Table ¢ KS KA 3IKS&ad LISNOSydGFr3asS 2F aLISYyR
externalé
20162017 STATE IT INVESTMENT
Cost Pool 2016 2017 20162017 Total % of Spend
Internal Labor $546,125,618 $603,515,416 $1,149,641,03E 39%
External Labor $199,193,790 $185,706,560 $384,900,350 13%
Outside Services $261,370,920 $265,227,419 $526,598,339 18%
Hardware $170,892,325 $189,613,823 $360,506,148 12%
Software $99,017,739 $116,420,937 $215,438,675 7%
Other $71,195,446 $59,418,066 $130,613,512 4%
Telecom $59,074,968 $50,507,511 $109,582,479 4%
Facilities & Power $40,540,044 $42,293,730 $82,833,775 3%
Total $1,447,410,85C $1,512,703,462 $2,960,114,312 100%

Tablem 6bh¢9Y dhdziaARS { SNBWAOS&a¢ O2yidlAya | 3Syde &LISyR

Starting in 2016 the OCIO
requested an inventory of all
agency applications and
software to get a better
understanding ¥ (G KS &
applicationportfolio. The
application inventory request
was the first timan several
years thatagencies were asked
to submit a comprehensive list
of their agency application
portfolios. This application data
is available to be used in
conjunction with financial dat

201617 STATH INVESTMENT BY TOWER

Communication § 1%
Output B 1%
Storage Il 3%
Data Center I 5%
Security & Compliance 5%
Delivery mmm 5%
IT Mgmt e 3%
Network I 11%
Compute I 11%
End User I 15%
Application NG 350

Table 2
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The analysis of application and financial dsttawn in Table revealed the majorityf investmentds
attributed to applicationsand end user support

Application/Softwarédssessment

From a technology perspectivepplicationshave the potential tad I NNEB & (i SéTéchnic@ddebt RS 6

describes the backlog which occurs in technology and application development and operations
particularly when agencies think tactically rather than strategically about investments.

Imagine having a project that h&go potential options; one is quick and easy and meets the burning
need, but will require more modifications and upkeep in the future; the other has better design, but will
take more time to implement. The quick and easy approach is often the chosenaappfbe deferred

work becomes technical debt. The more times the quick and easy option is chosen, the more the
technical debt builds up.

In government, tight businesdriven deadlines and funding cycles lead to building on top of existing
application achitecture to enable new capabilities, resulting in a mixture of different changes by
different people. Over time, these systems become harder to sustain and may need investment or
replacement. Many of these systems are categorized as legacy applications.

For the purposes of this reporigencies are asked to assess applications basddurcriteria.
Applications with one or more of the characteristare consideredo be legacyf:

w The system is not easily updateable due to complicateahotearcode, fragile interfaces or lack
of useful documentation

w Maintenance or modification of the system depends on expertise that is hard to find or
prohibitively expensive

w The system depends on software no longer supported by the vendor

w Other risksareidentified by agencies,
such as vendor instability, lack of APPLICATION LEGACY PROFILE
alignment with enterprise architecture

2N £ O] AaFNBgadKOK Nog'éggacy

69%

Legacy applications are assumed to be carryi
technical debt and in need of investment to
fully mitigate the legacy risk.

Based on agency submittals, the state 2016
Application Portfoliccontains3,790
applications.

Of these applications:

1 31 percent have legacy traits requiring

remediation orreplacement displayed Legacy
in Figure3. 1,182
1 Over 59 percent were classified as 31%

Custom/InHouse builtas exhibited in
Figure4. Figure 3- Application Legacy Profile

12
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9 Further analysis reveals that 65% of the

custom developedegacy applications APPLICATION DEVELOPMENT PROFILE
are considered mission critical or Hvbrid
yori Softwareasa

business essential to th@rganization 5%  Service (SaaS

This representsignificant risk to the 4%
state. Custom/In /Unidentified
Historically, custonapplicationdack scalability House 5%
makingupgradeschallenging. In many cases, 59%
developing or makinghange to custom
applications take more timand moneyto Commerical
implement and tend to be tightly coupled to Off the Shelf
the current business process at the time of (CZ:%T(,S)

development.Custom built applications often
suffer from a lack of documentatioAs
turnover occurs, the loss of institutional
knowledge on the software and underlying temlogy can create significant issues with making even
simple changes. Lack of investment in keeping underlying technology, such as database management
systems or operating systeris a common contributor to technical delAll of thiscreates downstream
problemswhenthere is aneed to changdusiness rules quickly to adapt to fisqadlicy, organizational

or other businesgressures

Figure 4- Application Development Profile

When making decisions around portfolio investments, decision makers lvalesticeinvestments to

modernizeand extendcurrent technologyincluding addressing legacy application needth

invesmentsin new technologyolutions When considering new technology investments, decision

YI1TSNR aKz2dzZ R Ffa2 LINA2NRGAT S Ay@SailYaBomsa G KF G LIN
solutions and productand enable reusdrigure5 compares the funding outcomes of legacy oriented

funding requests with new technology funding requefiaring this periodl3 percentof technology

modernization requests receivagirtial fundingwhile 61 percenteceived no funding.

13
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201719 BIENNIUM
FUNDED LEGACY MODERNIZATION REQUESTS

$400,000,000

$300,000,000
$200,000,000
$100,000,000 . -
$0 . —— —

All' IT Budget Requests Requests with Legacy Funded Legacy
Modernization Modernization Requests

B Amount Requestedm Amount Included in Governor's Budge :Amount Enacted in Legislatio

NOTEOF (G KS cH L¢ 5SOAaA2y t I O 3S a19antkdankedibi the
OCIO, 2percenthad a request tanodernizeapplicationsdentified adegacyin 2016

Figure5 - 201719 Funding Profile

Hardware Assessmengervers

Duringthe report timeframe servers evolved from physical to virtual and now to clbaded
technology With an eye on cost efficiency, agencies prioritized theiverconsolidation effortsfirst
through virtualization and subsequently with migration fragencyspecificdata centeror facilitiesto
cloud-basedservices and the state data cent&y the end of 20187 Bennium,19 agencies were
actively movinghrough their data center migration and 2@encies wereompleting development of
their migration plais. All other agencieseport completionof migrationactivity.

As a result of the rapidhifting hardwardandscape, the OCIO did not ask agenciesibonst a copy of

their hardware inventory during the
2017 HARDWARE INVESTMENT BY TOWER annual certification proces#s a

planned improvement, the OCIO will
Output 1 0.5% :
o . determine key performance measures
SRR ] 0,507 related to hardware in the 20121

Delivery mm 2.3% Bienniumand improve data collection
Security & Compliancemmm 3.6% as indicated

Storage = 4.6%
IT Mgmt s 6.3%
Data Center mmmmm 6.7%
Compute = 8 8%
Network mE——— 17.8%
Application I 2 3.5%)
| End User 25.40/{

Figure 6provides information on
hardware spading by towerA key
point isthat investment inend user
hardware(desktopand mobile
device$ has nowsurpassed
investments irhardware suppoiing
application and network

Figure 6- Hardware Investment bylechnology With the proliferation of wireless
network access, more workers are
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moving from desktop workstation to mobile devices especially as newer applications integrate mobility
with business systems. More employees can be productive while travelimgldaation to location.

Examples of agencies making investmeéntsnd user hardware teupport amobile working
environmentinclude the Department of Labor and Industrig&iNl)and Washington State Patrol (WSP).

LNI made investment in their electridgabpections program that enabthe worker to use mobile
devicesresulting in rapiddelivery of inspection results along with increaseinspector productivity.
While WSR2 iavestment support the
mobile office platfornmto ensure troopers
have hardwaren vehicles that meet
modern law enforcement standardsid
support accesto real time data
exchanges with communications officers Facilities & Power mms 5%

2017 END USER SUPPORT

Other 1 1%
External Labor = 5%

other troopers, licensing, and criminal Telecom mEE 7%

data bases to ensure officer safety. Software mE— 12%

When it comesd end useand their Outside Services N 13%

device(s)it is important to recognize the Hardware mmmm 15%

greatest investmenisrelatedto internal Internal Labor nE . /2%,

labor. This ishighlighted inFigure 7

While desktophardware hasan average

lifespan of 4860 months, the lifespan of mobile devices is3Bmonths This may drive increasas
agencies respond to changes in service deliveryiaerdéased demanébr mobile devicesinvesting in
laborto support the end usewill remainthe primary investment

Network Assessment

During the 201315 Biennium, thesuite of enterprise level shared services expanded to include the
Enterprise Network and Wireless (Wi as a Service)vith adoption of cloud technologyvireless access
and the convergence of voice and dadaying this time state agenciesuch as Depament of Ecology
(ECY), Department of Fish and Wildlife (DFW), Department of Natural Resources (DNR), axadi&VSP
investment in theiragency core networks to support the increased network traffic.

The ontinuedupsurgein adoption of cloud technology andireless connectivityill increasepressure
on the state security and network infrastructuduring the next bienniurand weforeseeinvestment
requessto meet demand

FTE Labor Assessment

Asnotedin Tablel on page 12internal and externalabor make up 5percentof the overall IT
investment While financial data is availabier both internal andon externallabor as reflected in Figure
8, additionaldata is not available teupport deeper analysis on exnhal labor such as head count

UsingIT workforce reportsve canidentify trends over time

T ¢KS L¢ g2N] F2NDOS O2yidAiydsSa G2 YI{8a dzJ p LISND

1 Between 2016 to 2017, thd workforce increased 8,3 percento 3,370FTEs
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1 Whenassessing the distribution of th& labor, application supportominates the workforce
investmenttrailed by end user supporcompute, network and other technologies

2017 INTERNAL & EXTERNAL LABOR INVESTMENT

Communication Jg
Output k&
Storage
Security & Compliance ilkam
Delivery ™
Data Center
IT Mgmt .
Network [ —
Compute =
End User
Application | ——
0% 10% 20% 30% 40% 50% 60%

m Internal Labor m External Labor

Figure & Labor Investment

Based on the datahe majority ofapplicationITlaboris dedicated to Mintenance& Operations (M&)

as shown in Figure. 9

IT LABORSUPPORT BY NEW & EXISTING TECHNOLOG'
53% 55%

‘ -45%
It remains to be seen the

impact the IT classification FY16 FY17
study on trends and
categorization of IT related

labor will have on the Figure 9 Labor Investmentdr New and Existing Technology
workforce.

Attracting and retaining a
highly skilled ITorkforce
has been a challenge in
recent years due which
resulted in an IT workforce
classification study.

B M&O mNew IT Acquisitions

' RRAGAZ2YLFE AYF2NXIGA2Y 2y (GKS Of | dtnménfFahdOl G A2y & dzR
Retentiorb €

In the currentand upcoming biennighe OCIO expects make incremental progress towardsmore
holistic approach to Témology Portfolio ManagemenWhile ongoingemphasis ommajor projecs and
financial analysis of investmerdsenabled by the technology business management progséin
continue other aspects of portfolio management are in neednaire focus. Examples include
development of a cohesiventerprise architecture, improvementechnical oversight gbroposed
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investments, improvements assesent ofi KS W@l f dzS2 O2yRAGA2Y FyR OF LI O
proactivemanagement of legacgystem risksand improvements in performance management.

Progress is dependent of availability of appropriate resoylioetudingincreased levels of

appropriately skilled statindacquisition of better technicdbols to support data capture and analysis

at the state and agency level
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Capturing Performance

There are significant gajgapturingand reporting orperformance metricselated to thestatewide
technology portfolio OCIO lackifie ability to capture IT performance data from agencies and/or link
performance to technology. OCIO is workingrterementallyaddress thigiap. TheDCIO willvork with
agencies to developtandards thaidentify minimum datasetagencies are expected to capture and
make availableThe implementation of One Washington will also improve transparency to technology
procurements, leading to improved anatyg and intelligence.

The TBM program utilizes standard data elements to support reporting and analysis. The program
supports benchmarking of spend.

The state hameasurabljincreased acceds public data throughhe Open DatéProgramand increases
aretracked.

While major projects are a considerable focus of the O@i@ect informationis reported and captured
inconsistentlybased on the practezand maturity of the agencffwo gap areas are priorities: improved
capture of lessons learned fanalysis and redeployment and routine capture of business outcomes
realized as a result of the technology investmérte OCIQwill charterwork effortsto improve

reporting and analysis in these areas.

Three areas where performance metrics are routinglgtared and used are discussed in the sections
below. Additionalinformation on advancements made @penData and privacgan be foundn section
n aLYLX SeSBatedidPArE

Financial Analysis

Asindustry standard taxonomies around technology expenditures have matured and are adopted for
use in Washingtorthe state iswell positioned to supply improved business intelligeat®ut

technology spen@nd performance,including benchmarlng acrosst state government, by

government function, other governments afod againstprivate sector.
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Between 2015 and 201 #&atewide IT expenditures increaséd percent As noted inFigure 1Qwhile
spend decreas®in Government Operationshere was a sharpcrease inHigherEducation
investments The growth isattributed to modernization and replacemeiatf Enterprise Resource
Planning systemis higher educatiorat the University of Washingtofrigure 11shows acorresponding
upward trend in new IT acquisitisalso associated with thieigher education project

IT SPEND BY GOVERNMENT FUNCTION
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Figure 10

IT SPEND YEAR OVER YEAR

$706,007,012 $727,846,344

$800,000,000 $680,085,178

$700,000,000 o o —
$600,000,000 514 526 944 $667,534,026

$500,000,000
$400,000,000
$300,000,000
$200,000,000
$100,000,000
$0

$434,972,461

$131,069,551 $126,876,893 $117,323,092

FY2015
=@=—|T Maintenance and Operations

FY2016
=@=—|T Acquisitions

FY2017

Data Processing Interagency

Figure 11

Benchmarking Governmetd-Government
The TBM reporting softwarteenchmarkng of2 I & KA y 3 i 2 y Qp@rforngh@eSagainaf Gher
government and no#profit organizations.

Completinga governmento-32 GSNY YSy G O2YLI NR&A2Yy 2F GKS aL¢
operation expense calculatioggg-igure 12hows2017detail wherethe state of Washington invested
2.87 percent in IT as compared to an average of 6 percentteéy other North American
governments and noprofits.
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We will want to spend the future understanditige basis for the difference

« How we calculated this metric

Government & Non-Profit
IT Spend as a % of Operating Expense calculation (Sample size: 375)

$1.51B Annual IT Spend + $52.64B Organization OpEx = 2.87%

Region Industry-specific Distribution
(Click column 1o select a benchmark) A summary of your selections, pivots, and fiters. Your benchmark will be set 1o this. ~ Minimumn: 1,49
10% 12%
7.5% 1%
10%
_ Actual: 287% %
25%
8%
0%
APAC EMEA LA Carib N
Revenue (USD) . Region (NA): 6%

(Click column o select a benchmark)
10%

7.5% ——

3% Actual 2.87%

_ Actual: 287%
5%

State of Washington
Under 250 M 250 M- 500 M 500 M- 1B 1B-108 108+ 1%

Government & Non-Profit 0%

Company Metric Government & Non-Profit

Sample Size: 375

Figure 12- Governmentto-Government BenchmarkRubin Worldwidg

Benchmarking Agend¢g-Agency
The agencyo-agency benchmark report in Figut8 shows the technology investment profile of the
top 12 agencies reporting IT expenditures.

2 A0K GKAA AYONBIFASR UNFXyaLlk NByOe Ayid2 lasetdy@Sainys
benchmark agiaist peeragencies, analyze differences and make chaagesresultFor example, based

on agencyto-agency benchmark reports, one agency observed a variance in their security investment,

which was significantlglifferent fromorganizations of comparabkze and complexity. Armed with this

data, the agency performed additional analysis amtle a business decision to make changes in their

security program thaimprovedthe support model for the agency
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2017 Technology Investment AgertoyAgency Benchmarking

Department of Ecology s
Department of Health i
Washington State Patro| mmmsmm
Department of Revenue mmmmm—
Department of Corrections mmmms s
Department of Licensing i am—
Department of Labor and Industrie S s
Wash State Health Care Authoritys= s
Employment Security Departmen i m——n
Department of Transportation | ————
Consolidated Technology Servicosmm ————— I
Dept of Social and Health Se rviC s s

$ $50,000,000 $100,000,000 $150,000,000 $200,000,000 $250,000,000
| Storage Security & Compliance m Output m Network
mIT Mgmt m End User Delivery Data Center
m Compute ® Communication H Application

Figurel3- Agency to Agency Benchmarking

Benchmaking Governmento-Private Sector

Leveraging benchmark data available through the TBM repottioig(Apptio) there is theability to
accesstate investmentperformance against private sector organizations. Fidirbighlights how state
spending is higher than average for labor resources and lower than average on software when
compared to private sectoMore analysis will be needed to determine the cause and effect especially
given the number of custorbuilt applicatons in the state portfoli@nd findings from the IT Class Study.
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The box plot (see image) is a standard way of D

Cost Pool Breakdown of IT OpEx State of Washi ngtor - Upper Whisker displaying the distribution of data. It
Sample Size: 102 (Source: Apptio Community Data) ; represents benchmark samples as a central
0% rectangle with lower and upper whiskers.
' *— 3" Quartile
BOX PLOT LEGEND The rectangle represents the range where 50%
of the samples cluster. The rectangle spans
. Actual y the 1st to 3rd quartiles. The horizontal line in
s T +— Median the rectangle represents the medlian.
Median
- -+ 1" Quartile The lower and upper whiskers show the range
o B e | of distribution. Samples outside the whiskers
are considered outliers.
—
4—— Lower Whisker
o @ «—— Outlier
0 I
___________________ ——
0 —
— -
ansummmmannnne.
0%
-10%
Hardware Software: Internal Labor External Labor Facilities & Power Outside Services Other Telecom
Hardware Software Infernal Labor External Labor Facilities & Power Qutside Services Other Telecom
Actual: 12.55% Actual: 7.64% Actual: 39.87% Actual: 12.32% Actual 28% Actual: 17.52% Actual: 3.84% Actual: 3.34%
Median: 1026%  Dea229% | Median:19.5%  Defta:-11.86%  Median:35.52%  Defta:435%  Median:442%  DeMal79%  Median 176%  Deftar1.04%  Median1291%  Defta461%  Median:157% Defta:227%  Median412%  Defta:-0.78%

Figure 13 TBM Industry Benchmark (Apptio Interactive Benchmarking)

Data CenteMigration

Following the enactment dRCW 43.105.376Use of the State Data Cent@rogress has been made to
migrate away from agency specific data facilities. diitelatedstate datacenterin Office Building 2
(OB2wasdecommissionedh 2015 Equipment migrated to the new, state of the &tate Data Center
(SDC). state agency and WaTech staff worked togettedfieeently relocate all equipment, data and
applications without disrupting state government services. Ruthe high level of effort and

collaboration, the plan to migrate to the SDC and decommission OB2 was accelerated by three years in
order to save $3 million annually in power costs and an estimated $30.8 million in necessary operational
upgrades to OB2rf suppression, electrical and mechanical systems.

Agencies not in compliance with the statewide technology policy implementing the RCW are required to
obtain a waiver from the OCI@Vaivers are plans for compliance. In this case, agencies have either
asled for time to develop migration plans, based on their equipment refresh cycles or other factors or
are in the process of migratin@y the end of 20187 Bennium, 19 agencies were actively moving

through their data center migration and 2@encies wereompleting development of their migration
plans.All other agencies report migrations have been completed.

Tracking the performance of agency migratismonitoredby the OCI@n aregularbasis and publically
available ahttps://ocio.wa.gov/agencydata-centermigrations

Portfolio Management Practic&elated to Projects
In the pastmajor projectswere identified by acoring strategy that gavgreateremphasisto
investments with highr cost andenterpriseriskwhich increased vulnerability to oth&F projectsthat
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would benefit from some degree olversight Unless an agency salssessment identified a project as
major, the project or investmenvas nototherwise reported or tracked for analysis.

With these gaps in mindhe OCIO invested time in analyzing and readjusting the IT project investment
process to better align practices to expand beyond high cost and enterprise risk.

Changes include

1 Requre a project readiness assessment by independent quality assurance provider ahead of
OCIO investment plan approval.

1 Aredesign of th@roject assessment todd better identify projects needing oversight

Capture of assessment data in a repository all@for improved analysis

1 Adoptionof agated approval process to ensure projéealth prior to moving to the next
project stage

1 Inrecognition of the key, critical contributions of an engaged executive sponsor in a projects
eventual success, the OGiéveloped andegularly holds executive sponsor training

1 Internal escalation processes, including consultation with the TSB, were identified and
implemented. This supports earlier interventions on projects that are encountering stress.

E|

Given the changes oversight practices thaiccurred at the end of 20157 Bennium, the OCIO
foreseesimprovedproject performance metrigin 201719 Bennium.

Mobile Accesso Public informatiomndService

With citizens consuming data and services at all times oflttyefrom all places in the world from a
variety of devices, there was intensified emphasis, awareness and activities in support of improving
access to public information and citizen ssdfvice.

Agencies remain committed to providing accespublicinformationandasa result,there was

expanded citizen access as witnessed by increases in datasets posted to the state Open Data site, and
the Washington State Open Data Bridge. The percent of major applications accessible and optimized for
mobile devices &s gained movement, with agencies reporting increases in accessibility and citizen self
serve.

Agencies that use technology to deliver services to the pabtidaking into consideration a need to
make services accessildn all types of devices includitgblets, smartphoneand operating systems.
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More agencies employ Responsive Web Design as an approach to permit webpage viewing on mobile
devices where the webpage can be viewed in the size of the screen or web browsers used for viewing.

FACTS AT@GLANCE
TRENDING CABINET AGENQVEIBILE ENABLED WEBSITES
FY2016 FY2017 FY2018
70% 78%

Cabinet Agencies==—= Mobile Enable Website Treng-::--- Expon. (Mobile Enable Website Tre

Along with mobile enabled websites, agencies have begun to extend Web Responsive Design to their
applications and services where there is a business case to have it. The percent of major agency
applications accessible and optimized for mobile devicas gained movement with agencies reporting
increased accessibility between 2014 &7,

FACTS AT A GLANCE
TRENDING MOBILE ENABLED APPLICATIONS
FY2014 FY2016 FY2017

5000
4000
3000
2000
1000 4.4% 6.2% 8.3%

0

Applications =—==Mobile Enabled Applications

Moving forward, agencies report a continued emphasis to provide services in support of increased
automation, accessibility an@itizen SelServicewhile keeping Web Responsive Design in mind.

Increasing Accessibility for Those with Disabilities

Washington State is committed to makimjormationtechnologyaccessible tall including thosewith
disabilities Agencies are takirgfeps to ensurg@eople with disabilities have access and use of the same
services and content that is available to persons without disabil@g2017,the numberof
organizatioswho reported having an assigned accessibility coordinaibo isaccountable for
supportingchange within the agendpcreased to 98 percent.o ensure new and existing services and
technologies are accessibl@venty nine percent of these same agencies have putTatcessibility

policy in place with the remaining Ziercentintending to havea policyin placeby June 30, 2018.
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Stepping Throug8trategic Plan Progress

There was continued movement through the state technology strategic plan over thgvtabiennia.
This sectiorhighlights activitieand work effortgaken to support advancemerof the state technology
strategicplan.

Securing Government Servitksough Cybesecurity

As core governmental functions, the stateist protect the health and satfe of its seven million
residents and ensure the economic security of the regibrcreasingly, technology is at the center of
supporting this effort.

In 2015, the Washington State Office of Cylecurity (OCS) was createdgthin the Office of the Chief
Information Officer in response to ev@rcreasing cybersecurity threat¥he office supports both
proactive and defensive measures to increase the overall security posture sthteeThe office
completes security design reviews of new solutions befanglementation. Tie office and its team of
cybersecurity experts work 24 hours a day to detect, block and respond to cyberattacks on state
networks. The office helps prevent and mitigéteeats before they can cause significant damag€S
also provides policy and technology leadership for state government, and promotes cooperation and
coordination between regional and national governments and corporations.

Creating a modern and responsive approach to address cybersecurity and digital privacyps@rityp

F2NJ GKS ySEG o0ASYyyAdzyd t NPGSOGAY3I 2FaKAYy3Ii2yQa RA
economic priority. OCS has a strong history of partnering with universities, private companies, the public
sector and cybersecurity profesg@ls to build resiliency. The office will continue working with federal

partners to build a national model for a coordinated response to cyber threats.

In recognition of thecontinuedrisk posed by cyberattacks, OCS built a framework for cybersecurity wit
the goal of protecting public safety and the continuity
WA- OFFICBFCYBERSECURITY of commerce. OCS conducts security assessments for

6-LAYER SECURITYVIEHRWORK state agencies to identify security weaknesses, assists
A Government IT Infrastructure agency security incident response teams and
i implements statewide security initiatives that
A Law enforcement F OOSE SNI S GKS adlGSQa oAt Al
A Critical infrastructure respond to vulnerabilities. These activities
. AAAYATFAOLIYylte | ROLFIYyOS 2 &KAY:
A SIS e and have helped establish an enterprise security
A Economic development baseline in areas such as awareness, benchmarking

andadministrative controls.

>\

Education andesearch

Since the inception dPCSn 2015 they have
provided support in the following areas
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1 Conducted470 security reviews ddtate systems providing services to state citizens and
businesses.

1 Inan effort to prevent and mitigate threats before they cause significant damageided over
1,500 securityalerts to agencieduring 2015 and 2016

The office also works to educate security professionals in the public and private sector with regular
training sessionand publishing the currentybersecurity level in Washington Stale addition, OCS
promotes public awareness by giving talks at schools, providing cybersecuriy tiigsvebsite
(cybersecurity.wa.gdvand holding events. In January 2016, for example, Washington hosted the first
D2 @SNy 2 NDa { srdrityaid Pévyicy thad irobidid together government officialatest
legislators, private sector leaders and academics, all with the common goal of exploring the latest ideas
for maintaining the virtual and physical systems that enable the continuity of commerce.

SecuringandProtecting Critical Data

The Office of Pvacy and Data Protection was establishéthin the OCIOn early 2016 The mission of

the office isto ensure that state government protects citizen privacylto serve as a resource to local
government and the general publi€he office has begun the critical work of identifying privacy best
practices, organizing people who work on privacy and data through 90 state agencies and programs, and
is working on initiatives to use technology to solve the difficult problem of hovuiiol Imew products

and services with privacy as a priority.

The office conducted Brivacy Assessmeint 2016 to identify privacy and data management piees
within state government. The assessment revealed that state agencies are investing in privacy and
security, and they want additional training on managing and protecting citizen data.

More than 40 agencies and programs have joined a Privacy
Working Group to coordinate best practices, and the group PRIVACY AND DATAHRECTION

meets quarterly. INITIAL PERFORMAIMERASURES
In November 2016, the office made available a beta test of A Training
Privacy Modelinga webbased application created to allow A Outreach

people to quickly determine whether federal and state privacy
laws apply to their intended use of citizen data. The tool is

continuing to bemproved through this process and is expecte A Privacy Modeling
to move out of development and into production in 2017.

Coverage

>

Open Data
Launched in 2016yrivacy.wa.gocontinues to promote privacy B
tips and tools for consumers, and helps them navightiécult

issues, such as online privacy protection and identity theft.

™

Virtually every government service now involves the collection, processing and storage of citizen data. In
the era of digital government, data protection has become paramount. Toeth@ttheOffice of Privacy
and Data Protectiomwill continue to energetically pursue its mission and to work with a variety of

a0l 1SK2t RSNAR (2 YI1S &adaNB GKIFG 2FaKAy3adzy FR2LIa

citizens.Improvements tgorivacy.wa.gowill continue.
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Additional informatiorrelated to the privacy program are published and available ir&h@uating
Performance of Privacy arghta Protection Repotocated onthe https://privacy.wa.gowvebsite

Consolidating echnologyservices Where Appropriate

ESB315was enacted ir2015, his bill createda ConsolidatedTechnologyServices agency (commonly
referred to as WaTech). This new agency builds on the consolidation progress made over fleafsast
when five central IT organizations were combined. WaTech operates the state's core technology
infrastructurer the central network and data center, and supports enterprise applicaticarsd the
OCIO is charged with setting the technology strategic tiime@nd enterprise architecture for state
I32PSNYYSyiaiod . 20K NS KSIFIRSR o0& (GKS aitldasSqQa / KAST
The model below is a conceptuaiterprise technology frameworhemodel identifieshere are a
variety of ways to deliver technologgrvices along a continuuywith highly centralizedervicesat one
end and highly decentralizezkrvicesat the other.There is no one rigldnswerandtechnology services
will occupy diférent places on this spectrurithere is, and should bengoing mangement of the
tension betweerthe appropriate role of central service providers and sepaior unique agency
servicesThis may be driven by any number of factors, not the least of which is rapidly changing
technology.
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Figurel4- Technology Strategic Framework

Aprimary vehicle foguiding centralized and agency service decisior§ Bt a @ritetpBse a
architecture

Enterprise architecture is a disciplined practice by which the state can evaluate where common
solutions should exist and/or existing resources can be reused to meet shared business or technology
needs in order to achkve strategic priorities.

With an enterprise architecture, the state catsobegin changing the conversation from Total Cost of
Ownership (TC@n an isolatednvestment toan enterprise Total Value of Ownership (TVO) philosophy.
TVO looks beyond cost to identify the business value derived from investment and encompasses
broader technology benefits, such as standardization, opportunities for reuse and other reductions in
technical debt.
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Policies and standards support and reinforce both the strategy and the architecture. They must be
maintained to provide appropriate guidance and align agency actions and decisions with the enterprise
strategy. In this way, architecture andlfcy become a primary lever for modernization and positive

change, as well as defining statewide standards and supporting guidelines. Since the last biennial report,
the OCIO hired staff to incrementally develop and document the enterprise technologteatate and

to support the development of new maintenance of existing technology policies. The policy waiver
process is a key tool for understanding agency variance from policy. The process is used to ensure steps
are being taken to help agencies comedicbmpliance and manage risk.

The OCl@ontinues to update statewide IT policies with a performance goal that includes 100 percent
of Statewide IT Policiagp to date and not past Sunset Review date by ROE0.

UsingEnterprise Architecturor Consolidating Technology and Services

Among the key statutory functions of the OCIO is to lead the implementation of a strategic direction and
enterprise architecture for state government and to establish a statewicterprise architecture that

serves as the organizing standard for state agencies.

To accomplish these functions, the OCIO is provided with several tools. The OCIO is authorized to
establish policies and standards, create a statewide architectureittegagency investments, evaluate
and guide proposed investments from a statewide (as opposed to a siloed agency) perspective and
establish or designate enterprise services that agencies are expected to use.

The 201517 biennial budget included a proviso requiring the OCIO to create a strategic architecture
plan for several specified business process areas within the health and human service domain. These
processes resulted in the development of a

HUMAN SERVICES EIRREEE ARCHITECTU conceptual achitecture for payment

POTENTIAREUSABLE COMPONENTS related processes as well as eligibility
related processes.
Client Portals

Document and/or content management 1 he conceptual, modular payment
Rules engines architecture was used to support decision

Correspondence management making by Department of Early Learning
: : . g (DEL) and the Department of Social and
Business intelligence

Health Services @HS) in determining a
Master data management shared strategic direction for provider time
and/or attendance tracking and payment.
The modular approach allowed DEL to isolate attendance tracking needs which are unique to childcare,
for early attention. This domain strategy willgoort broader scale strategy to manage or eliminate
shadow systems or to streamline processing within and outside the domain. A key goal from this work is
to reduce the amount of manual, papbased processes associated with payment processing across the
enterprise in favor of automated processes and electronic payment methods.

Dy v > > D> D

The conceptual architecture for eligibility related activities resulted in the DEL deciding to continue to
use the existing DSHS solution rather than create a separate soluti@y. #irategy recommendation is
the adoption of a cliententered approach rather than a program centered approach to eligibility. This
shift can enable improved sedkervice options, better service integration and increased emphasis on
coordination and clhaboration to improve client outcomes in a holistic way. This strategy starts with
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standardizing business processes and data to the greatest extent possible. The strategy also emphasizes
horizontal integration of the program and promotes solution compdsehat support reuse across

programs and across agencies. A key opportunity to refine and deploy the strategies in this area will
occur in conjunction with efforts to modernize the Automated Client Eligibility System (ACES) and

related solutions.

An additonal enterprise architecture activistarting inApril 2017 jnclude theadministrative and
financial system review process which promotes reuse and minimize additional shadow or similar
systems that will be replaced by One Washington.

Consolidated’edinology and Servicégchitecture Underway

With OCIlQesponsible fodevelopingthe strategic direction, work is underway tgportunistically

RS@St2L) GKS adlk iSQa S OKijh@dasgdpartnerdhipsivithiedceodzNE ¢ KA OK
identify where reuse, shared services or enterprise activities are recommelkidieat makes

2 3KAYy3JG2y Qa | LILINE I Otér-speyific §edzSes and inckeiséd data shatmig whiik & S O
sectors.This approach allows the state to address topics immediately relevant to state agencies. Efforts
underwayor recommendednclude:

91 Developing aharedstatewide OFFICE 368DOPTION
strategy to complete migratioto STATEWIDE CHANGES
Internet Protocol version 6 (IPv6) by . .
2025 X Movement of Offl(.:e Professmna.l spftwar(
1 Adopting a single tenant strategy for licenses to an Office 365 subscription
the use of Office 365 and related X Email, Skype and SharePoint continue as
cloud-based products and statewide shared service after migration t
technologiesThe core of this strategy O365platform
is the recognition of thémportance of X Hybrid integration of cloud and garemise
a single identity store for int@al users services to retain authority identity
¢ the Enterprise Active DirectonAs X {GFradSQa OSyidiN)rt L¢
technology matures and adapts, the single enterprise tenant
YSSQ FT2NJ | LPé.)\y.E'fb a z uziNuy O z T U INJUZU I\ M2 Tz N

internal users will remain a key core part of the strategy.

1 Developing a strategy and roadmap around management of common ceserpdata as an
enterprise asset

1 Developing a shared conceptual integration/interoperability architecture for state agencies

91 Developing a shared conceptual identity management architecture for state agdéimteraal
and external)

1 Creating a review ahapproval process for administrative and financial systems. This effort is
largely in support of the One Washington Program to develop processes to routinely evaluate
existing and proposed systems with a goal of minimizing the rurabshadow systems owe
time.

1 Engagingn a strategy to converge statewide data, voice and video networks into a single IP
infrastructure

Consolidated’echnology and ServidesUse
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Use of shared services provides an opportunity to combine resources and systems to imstove co
effectiveness of delivery to customers. During the 2053iennium, the suite of enterprise level shared
services expanded to include the Enterprise Network, State Data Center and Wireléssaf/di

Service).

Telephonycontinued asa statewide shared service
and supports both digital andoiceoverInternet
FACTS AT A GLANCE Protocol {/olIB services. Over th201719 Bennium,

ENTERPRISE LESHRARED SERVICES telephony services will continue to evolve towards 100
percentVolP.

additional time to develop their migration strategy,
Wireless (WiFi as a Service) based on agency circumstance, and weigh the

schedule against othergancy prioritiesOCIO
publishes agency migration progres<at|10 DashboardAgency Data Center Migrations

A Email
R R The stateprioritized it.s plan to cons.olidate dfslta center
and compute operations as noted in tiéashington
A Geographic Information System (Gl State Data Center Update 201@bnsolidation efforts
A Identity Management are manageAd through tr)e W{;\i\{er procewer,e th(i) o
i agl AOSNE aSNWSa la uUKS 3sSyoe
A State Data Center to migrate, aml ensures agencies are in compliance
A Storage with state policies. Though agencies are required to
; migrate, waivers allow agencies to negotiate
A Telephony
A

Adoption of Cloud Technologies
Servers have evolved from physical to virtaatl now to cloudenvironments

Implementedwithin the State Data Centén 2016,0 K S aPiiivaté Sldud 2.0 provides enhanced

f2FR oFfFyOAY3dS NBLXAOFGAZ2Y YR NBO2OSNE &aSNBAOSaA
Aads aidKAY utclodd frsizéoeshat Mab doéid odly. When analyzing business and technical
requirements, public, private and hybrid cloud solutions are considered before traditional IT platforms.
Custom, oneoff solutions are generally the least desirable.

Software as a Service (SaaS) solutamsassociated
environmentshave proliferated to cover the entire
spectrum of business needs. The state has federated 250

SaaS Environments Using ADF<

enterprise identity management servicasing Active 200 ek

Directory Federated Services (ADfeS)eliver a single

signon user experience to different SaaS vendass el

demonstrated in Figure 15 100

Adoption of both private and public cloud Infrastructure 50 16

as a Service (laaS) has progressed at a measured pace 5

Some smaller agencies, the Utilities and Transgi@m 2013-15 2015-17

Commission, for example, have moved their entire data

OSYdSNI AydG2 GKS aidlrdsQa L 2 QA Y3

resilience and reducing overhead costs. Some larger

31


https://ocio.wa.gov/sites/default/files/public/About/Reports/SDC_Plan_Update_Final.pdf
https://ocio.wa.gov/sites/default/files/public/About/Reports/SDC_Plan_Update_Final.pdf
https://ocio.wa.gov/agency-data-center-migrations

Chief Information Officer IT Biennial Report FY14¢ FY17

agencies use public cloud services to increase data center capacity. For examplepartment of
Transportation uses public cloud servers to deliver traffic video during times of inclement weather when
demand is unusually high. At least one public health agency is planning to move a significant portion of
their data center to a secudepublic cloud environment and to use public cloud resources for a big data
project.

With the current need to modernize and mobilize state systems, the overall cloud adoption rates are
expected to accelerate in the next two years as the state builds achgloud environment. Private
network connections, security and identity services will be extended to leading public cloud providers,
creating hidp-performance access to secureittual private clouds, integrated with goremises

services.

Improving Accountability aridsight into Technology Investmetisough Statewide Policy

The OCIO helps advance statewide best practices in part by setting and updating state technology
policies, a critical component of the enterprise architecture. Stadgolices improve accountability by
providing guidelines and expectations for state agencies, and help the state enterprisore
smoothly.New and/or updated policies reflect changes in the industry, the law, public expectations and
advances in tectology. Key policies adopted over the past biennium include:

w Business Application/System Governanckhis policy was implemented to supp@bvernor's
Directive 1601: Ppviding Accountability for State Systems Responsible for Critical Functionality
This policy requires that all business IT systems are to have accountable business owners and
governance processes that support identification and prioritization of businssdsn This

RANBOGADBS 41+ a RSOSE2LISR Ay O2ftftF02NIGA2Yy 0Sig

w PC Procurement PolicfProvides agencies guidance on defining a strategy to buy/lease desktops
and laptops in a prudent, defendable way.

w Commonly Used SoftwarBetirement.Defines requirement for agencies to retire specific
software in a timely fashion and establishes advocacy and communication roles for state CIO to
support agency needs.

w Project Quality Assurance PolicBased on input from Quality Assurance (QA) partners and
agency representatives, this major refresh provides standard expectations and minimum
requirements for how project QA is conducted, stresses the need for independent QA and
highlights the need for oke relationship between the project governance entities and QA.

w Technology Business Managemeealicy andSupporting TaxonomySandards.Creates a
standard taxonomy for monitoring and reporting technology spend. This uniform approach
ensures that spend da can be reported with integrity, supports decisioraking and enables
reporting of IT value to agency business.

w Data Center InvestmentsAs part of statewide strategy to reduce redundant data center costs,
this policy confirms for agencies that addeddatments in agencgpecific data centers are not
allowed. Agencies not in compliance were required to obtain waivers outlining compliance
plans.

w Open DataRequires agencies to create/maintain an open data plan and to periodically report
progress againghe plan. This policy has increased awareness and accountability.
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w IT Security Incident CommunicatioiEnsures that the scope and impact of state government IT
security incidents are properly evaluated and mitigated, and that communication regarding
incidents is contained so that vulnerabilities are not exposed to adversarial parties. In addition,
this policy is intended to ensure that a coordinated, centralized approach is used to determine
how and when to communicate notification of an incident within gtate and when required
by state law.

w Establishing Enterprise Servicd2rovides the CIO a mechanism to recognize standard business
processes that should be supported by shared or common technology.

w Accessibility Documents expectations for state agencies that people with disabilities have
access to and use of information and data, and be provided access to the same services and
content that is available to persons without disabilities unless providing direct aiccest
possible due to technical or legal limitations.

In addition to these new policies, the OCIO began the process of sunset reviewing existing policies.
These actions included refresh of existing policies/standards where appropriate, and rescivliiigs p
that served no useful purpose. The process will continue into the upcoming biennium with a goal of
keeping all policies and standards in a current state by the -201Biennium.

Improving Accountability aridsight into Technology Investments

Improvementsin the TBMprogramresultedin advancements thabetter model and monitor ongoing IT
investment throughout the stateThe programencourages collaboration among technology, business
and financial decision makers in each agencgnd across ageiest by collecting data about IT
resources and reporting that data in multiple waggitcomes include better statewide IT management
policies, guidelines related to technology spending and more consistent, defined, and consolidated IT
cost standards.

Sate leadersnow haveinsight into technology spending across the state hadethe ability to answer
guestions using data captured in the program, rather than having to engage in the lengthy, inefficient
process of having agencies respond to IT surveysriRieg information from theprogramis availableto
state leadersluring budget development

With the move to standards taxonomy and practice2@i 6,the state is a recognizedontrunnerin the
publicsectorandstate agencies now embrace the reportifugpctionality resulting in improved
governance, optimization, and opportunities for cost control.

Encouraging State Agencies to Free up Public Data

At the same time that citizen privacy must be protected, appropriate government data should be
accessible. Part of the challenge in the area of open data is determining what data should be made
publicly available.

By statue RCW 43.105.342, state agenaieso set priorities for making public records widely available
electronically to the public. As of 2017, the state is on track with increasing the number of agencies
reporting sustainable progress to open datasets.

1 Twelve agencies appointed individualsacged with overseeing and reporting on open data
i FHfteen agencies are in the process of assembling an inventory of their data agselshelps
identify what data is publishable and how to make that data available
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1 TheOCICDecision Package Prioritizati Criteria process included an open data assessment. In
HAaMpI FTAGS LINRP2SOG LINRBLRalFfa GKIFIG aO2NBR 4Sff
budget, and in 2016, sixteen projects included an open data component.

1 The Open Data program held an intenis program in partnership with local businesses and
institutions to raise awareness and use of data visualization tools and techniques within
agencies.

¢KS h/Lh Y2yA(l2NR |YyR LldzofAakKSa GKS adlrdisSqQa 2Ly
consumption at the following websitéscated on Results Washington

Open Data Compliandédentifies agency opedata plans received by OCIO)
Open Data Plannin@@nnual tracking of agencies open data progress)
Open Data MaturitfReports on agencies open data maturity progress)

PublicAccess to Geographic Data and Technologies

Geographic data and technologies provide public policymakers and citizens with the tools to understand
and solve complex environmental, land use and societal issues. The Geospatial Prograhelpffice
maturethe value of Location Based Services and Getigdnfomation Systems (GIS) technoldgy

the state. When the stateLegislature requested a project that would aggregate trails data in

Washington, it was determined an aggregated trails database would allow citizens to view the trails and
trailhead feaures for all federal, state, local and other Washington trails. This request included
challenges regarding cost and acquisition of data from over 20 organizations across the state. Despite
the challenges, the Washington State Trails Databasame availale in 2015 by using a group of
volunteers, leveraging new clodzhsed collaborative tools, to expand, accelerate and standardize the
collection effort.

The resulting database represents close to 12,000 miles of trails following the federal data spetificat
This also producethe first prototype for collecting trailhead informationdata like parking, associated
facilities and pefriendliness, which all are essential for outdoor enthusiasts.

Additionally ,the number of state services providing electroaitcess to Geographic Data trended
upwardandas of 2017agencies report over 47 percent of GIS applications accessed by the public.
Figure 1&lemonstrates thegrowth in the number of applications usingation data.

FACTS AT A GLANCE

TRENDING LOCATION DATA APPLICATIONS

FY2016 FY2017
5000
4000
3000

2000 17%
1000 8%

Applications e=m| ocation Data Applications
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Over the course of the next two years, we expect substantial GIS data to be hosted in the cloud which

will allow smaller agencies to use and benefit from GIS technologies. We also expect increases in agency
participation in Open GISDakay A G A I G A @Sa& G KIF G adzlll2 NI GKS D2@SNy2N
transparencyFor more information on public aess tostatewideGIS dataseeWashington State Open

Data Bridge

EXAMPLES OF PUBLIC ACCESS TO DATA

FISCAL.WA.GOV DATA.WA.GOV GEO.WA.GOV

uinteractive Reports & Maps  uDepatment of Health Health  ,nccess to Agency Data & Maps
uStatewideOpen Checkbook ~ Care Provider Licensing
oHistorical Staffing trends abDepartment of Labor and SRS SN
«Enacted Bills & LEAP Lists Industries- Principal Tables Resources Geologic

. from Agency Prevailing Wage Information Portal
uK12- School District Data System

3 uDepartment of Ecology GIS
uBudget Bills & Documents  pepartment of Revenue Tax P 9y

aBudget Proposal Preferences Visualization L
aEnacted Bills & LEAP Lists  pDffice of the Attorney General «Department of Transportation
ulegislative Publications Consumer Protection Division Online Map Center

Showing Prevalence of
Complaints By Industry

Collecting Statewidapplication Inverdry

To gain insight into the number of legacy applications in the state portéimventory was collected
in 2014from executive branch agencies that spend more than $250,000 a year Agdiicies classified
31 percent of the inventory as legadyeto systems havingechnical risk or not meeting business
needs.

Starting in 2016, the application APPLICATION PORTFOLIO TRENDS

inventorycollection was expanded to 4,500
includeall agencies covered under ~ #.090
OCIO statuteFigure 14rends the Gl
statesapplication portfolio profile 3,000

2,500
Due to the pace of technology 2,000
change, availability of skilled 1,500
workforce and changing business LY
needsi,it is possible fosystens not 500 . I I I

considered legacy this yetr
becomelegacy next year.

(@)

Application Count Legacy Non Legacy

mFY2014 mFY2016 mFY2017

Figure 17
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OCIlQguidanceto reduce the riskpool of legacy systems and preverther systems from becoming
legacyincludes

1 Stayngup-to-date on software versian

1 Providngagency code developers with tools and training to identify potentially-higi
systems

1 Improvngdocumentation, capturing system information from departingf§ and
incrementally rewriteor improwe system code when possible

1 Increasel standardization across the enterprise when appropriate

1 Identifyingopportunities to migrate from legacy systems to shared or enterprise services
including use of theentralized IT security services provided by the state cybersecurity office

1 Consider migrating to Softwaigsa-Service (SaaS) or commeraiffithe-shelf (COTS)
deployment models

1 Consider adoption of Platforrasa-Service (PaaS) to increase ability tosewithin or among
agencies

91 Developng modernization projects that use an agile approach to deliver incremental value more
quickly

1 When modernization is appropriate, bu#dsound business case for modernization efftots
support funding requests

9 Createa fund source for IT modernization and security improvements

Supporting ValuAdded Statewide Application Modernization Efforts

The state focuses on both the value of applications and how they are Delitering value to the
customer sooner, through inemental releases, is fast becoming the state model for application
delivery.Agile development practices have been established as an essential requirtrrsgeted time
to delivery ofnew applicatios.

Over the last bienniaeveral state agencies actiyeengaged in application modernization efforts under
G§KS 3JdzZARIYyOS 2F (KS adl S Q&Folowhy Sd\ekanples 8closedd Ky 2t 2 38
projectsthat demonstrate the statemovement to modernize applications.

AGENCWAME PROJECNAME BUDGEED

Department of Ecology Attendance Tracking Replacement System (eTime) $2,211,213
Department of Fish and Wildlife | Washington Internet Licensing Database System (WILD  $3,800,000
Employment Security Departmen Unemployment Tax and Benefit (UTARB)stem $43,662,000
Employment Security Departmen CallTech (Ul Claims Center Tech Upgrade) $3,848,849
Department of Labor & Industries Crime Victims Case Management (CVCMS) $1,652,254
Department of Labor & Industries Mobile Inspections $3,548,000
Department of Labor & Industries My L& $3,920,560
Department of Labor & Industries Prevailing Wage Program $1,130,000
Department of Labor & Industries Selflnsurance Risk Analysis System (SIRAS) $2,472,000
Department of Licensing American Associatioof Motor Vehicle Administrators $800,000

(AAMVA) modernization
Public Disclosure Commission Customer Service Case Management System $99,950

36



Chief Information Officer IT Biennial Report FY14¢ FY17

Department of Social and Health | Critical Incident Tracking System (CITS) $15,067,016
Services
Washington Stat®atrol A Central Computerized Enforcement Service System $2,390,296

(ACCESS) Replacement Project
TOTAL BUDGETED AMOU $84,602,138

Enabling Continuity after a Disaster

2 AKAYy3AG2yQa [/ 2YLINBKSYaAdS 9YSNHSyOe abasgsdoASYSy
the hazards that are present in the state and was updated in May 2016. There is a published schedule of
required updates to various sections of the CEMP. Each agency is required by state law to complete a
continuity of operations plan and exereithe plan annually.

State level mission critical functions are detailed in the CEMP Emergency Support Functions (ESFs) with
appropriate assignments to state agencies. Gogernor established a standing committee comprised

of representatives of all agerd to cataloging essential functions and interdependencies amongst
agencies.

Washington State is working with the First Responder Network Authority (FirstNet) to develop a state
plan for the deployment of the Nationwide Public Safety Broadband NetworkBNlP®evelopment of

GKS adlFdsS LIy AyOfdzZRSa 2dziNBFOK FyR Sy3alF3asySyi
2015 included the collection of data related to public safety communications, mapping of existing
statewide broadband coverage, folled by delivery of the State Plan for Washington in June 2017.

Washington OneNet, the program office working on the FirstNet initiative, worked with state, local and
tribal responder agencies and radio system operators to develop the Statewide Commurscatio
Interoperability Plan (SCIP). The plan was adopted by the State Interoperability Executive Committee
(SIEC) as the official plan for the state.

The state Emergency Management Division conducts regular monthly training for functional activities,
information technology divisions within agencies ensure critical systems back pped S NJ/ 2 NI &
Directive 1601, and all agencies are now required by law to conduct continuigyases at least

annually to ensure recovery of essential services is possible. The state Emergency Management Division
operates an Alert and Warning center that operates 24/7/365.

Washington Statsvill continue tobe a leadein the First Responder communications realm with our
pursuit of a state plan for deployment of the

Nationwide Public Safety Broadband Network

(FirstNet). Thisvill provide emergency

responders with the ability to quickly alert

responders to an emergency and deploy

necessary resources. The network will allow fc S ) S
data interoperability and voice communications @ I & KAy 3 U 2ayardwihsing Sims(aee

between all levels of the incident command powerful outreach tools to educate first
structure, providing unprecedented responders and the public about the potentia
interoperability across jurisdictions and benefits of a dateenabled world where first
disciplines The state Emergency Management responders have priority access to wireless
Division coordinates an enhanced 911 system  networks and applications, like those that will |
capable of providing emergency location offetNBR o6& CANHBRGD.

information to first responders through the
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http://www.governor.wa.gov/sites/default/files/directive/Dir_16-01.pdf
http://www.governor.wa.gov/sites/default/files/directive/Dir_16-01.pdf






















